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Abstract

A novel hiding system is proposed in this work which is based on Least Signiticant Bits
(LSB) embedding of information such as speech in gray scale images.

The proposed hiding algorithm embeds the secrete information message bits in the least
significant bits of the cover image pixels such that the number of secrete information bits ta
be embedded in least significant bits of cover image pixel is varable and determined
randomily. So that cover image pixel may contain no secrete information bit, cne bit, two bits .
or three bits according to the pseudo randor number generator that generates integer numbers
randomiy between G and 3. The resulting image (the cover image within which the secret
information is hidden) is called stego_image. Stego image is closely relaled to the cover
image and does not show any details of the secret information. Jt ensures that the
eavedroppers will not have any suspicion that message bits are hidden in the image and
standard steganography detection methods can not estimate the locations in which the secret
message bits are embedded and can ot estimate the locations in which the secrete
information bits are hidden nor the number of bits embedded in cover image . The proposed
system achieves perfect reconstruction of the secret message.
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1.Introduction

The internet and the workd wide web
have made a revolution n the way in
which digital data is distributed. The
widespread and easy access to multimedia
content has motivated development of
technologies for digital stepanography or
data hiding, with emphasis on access
conirol, authentication, and copyright
protection. Techniques and applications for
information  hiding  have  become
increasingly ~more sophisticated and
widespread. Such applications  include
military and intelligence communication,
covert private communication, and the
protection of civilian speech against
opponents [1].

Information (or data) hiding, a form of
steganography, embeds data into digital
media for the purpose of identification,
annotation, and copyright{1]. Data biding
refers to the nearly invisible embedding of
information within a host data such as text,
audic, image or video {2]. The process of
hiding secret information in & mannet guch
that the existence of secret information is
concealed is called stagenography [3].It
prevent outside observer from recognizing
{hat hidden information is present. If a
steganography method causes someone to
suspect that there is secret information in
the carrier medium, then this method fails
[4]. So that hiding a message with
stagenography reduces the chance of secret
information being deteeted [5).

With high-resolution digital images as
carriers (covers), detecting the presence of
hidden messages has become considerably
more difficult and messages embedded into
an image are often imperceptible to ihe
human eye [6])[7]. Insignificant area of
cover image can be used to embed secret
data. One can replace the least significance
pit of the original cover image with the
sccret bits apd the resultant irpage is not
distorted. For most pixels, changing the
pixel values by a small amount will not be
noliceable |81,
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Least significant bit (LSB) embedding
is very frequently used in data hiding and
there are many existing data hiding
techniques to insert the secret data into the
Jeast insignificant bits (LSB} of the cover
image [911107[11]). The used L5SB
embedding replace fixed number of bits
of the cover image pixels with the secret
information. The  proposed  hiding
algorithm embeds the secrete information
message bits in the least significant bits of
the cover image pixels such that the
number of secrete information bits to be
embedded in least significant bits of cover
jmage pixel is variable and determined
randomly. The proposed algorithm is
applied on specch signal us  secret
informatien.

2. Key Stream Generation

The proposed approach for hiding uses
the well known key stream that is used for
encrvption not to encrypt information, but
as random number for allocating the secret
information in cover image and to
determine the number of bits to be
embedded in each cover image pixel. The
key stream is a well known in encryption
especially for stream cipher. Onc way for
its use in encryption is done by making
bitwise XOR function between the plain
text and the key.

linear feedback shift registers {LFSRs)
are widely used in key stream generators
because they are well-suited for hardware
implementation, produce sequences having
large periods and good  statistical
properties. A (generaly feedback shift
register (FSR) of length L consists of L
stages [5g,8; sos Sy ] 40T delay elements)
numbered 0, 1, ..., L — 1, each capable of
storing cne bit. FSR having one input and
one output, and a clock which controls the
movement of data. During each unit of
time the following operations
performed:

are
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{i) The content of stage 0(8;) is output and

forms part of the output sequence;

(i1} The content of stage i is moved to stage
i—1foreachi,0<i<L ;and

(i} The new coment of stage L — 1 is the
feedback bits; = £(8;., SjogsrSjr)-

Hence, if the initial state of the LFSR i3
{5 s8] »-»51.1 ) then the ocutput sequence

§ = 84,8>87,.-.13 uniquely delermined by
the recursion: §; = £(8;.8;.,..,5 j-, M or

j>I-1. The feedback function f is
determined as ;

f = (GISJ'__! -+ CZS]-E + ..+ GLSj_l,) m0d2

where aach of the coefficients Ci is
constan either 1 ot 0 |
£ - is the feedback function which is a
Boolean function, and

s : is the previous content of stage L_i.

For non zero initial function and
primary feedback function, the LFSR will
produce a psendo random sequence of bils

with period 257 {12]. The block diagram
of LFSR is shown in Figure 1.

3.Gray Scale Images Structure

In gray scale image (so called intensity
image), each image s represented as a data
matrix of (M=N) clements. Each element
of the matrix corresponding to one image
pixel. The elements in the intensity matrix
tepresent various intensities ,or gray levels.
Intensity O represents black, while intensity
level 255 usually represents full intensity,
or white.

4.The Proposed Hiding System

One of the methods that are used 1o
hide data on an image is to replace fixed
nmnber of least significant bits (LSB) of
each pixel at the cover imnage sequentially
in the scan lines across the image in raw
image format with the binary data. An
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attackcr can easily recover the hidden
message by repeating the process. To add
betier security, the secret message bits 1o
be hidden are embedded as chunks of
different (variable) length distributed
randomly by a pseudo random number
generator (PRNG) across the image. So
that cover image pixel fnay contain no
secrete information bit, one bit, two bits ,
or three bits according to the pseudo
random number gencrator PRNG that
penerates numbers randomly between 0
and 3. In the proposed hiding sysiem a key
stream is gencraied as with encryption, and
used as mask to distribute the secret
information in the cover image and to
determine the number of bits to be
embedded in each cover image pixel
Simple treatment is performed on the
secret key beyond using it as random
numbct generator RNG.

41 The Procedure of the
Proposed Hiding System

The steps of the proposed hiding
approach are:

1- Generate the secrete key using the
predefined key sircam generators that
are previously used for emcryption.
The key in this step is in the form of
bit stream

2. Decods the secret key as two bils
numbers by taking each two adjacent
bits and replace them by their decimal
value. For example :

K =4011100101131
PRN=13 0231

3- Arrange the resulting RNG in two
dimensional form to produce RNG(i,j).
Such that RNG has {M=N) numbers as
the same as the image. The
arrangement is implemenied by take
the first N numbers of 1-D RNG to
form the first row of 2-D RNG then
take the next N numbers of 1-D RNG
to form the second row of 2-D RNG
and so on.
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4. lse the RNG o allocate and distribute
the secret information on the cover
image. As if RNG (i, j)=0, then no bit
from the secrei information will be
embedded in pixel (i , j) in the cover
image. If RNG (i, j)=1 then one bit
of the secrete message bits will be
replaced with the least significant bit
of pixel (i , i} in the cover image. If
RNG (i, ) =2, two bits of the secrete
message bits will be replaced with the
two least significant bits of pixel (i, j)
in the cover image. And if RNG (i, j)
=3 then three bits of the secrete
message bits will be replaced with the
three least significant bits of pixel (i ,
) in the cover image.

5. Step 4 is repeated until all secret
information  bits are embedded in
cover image. And the result is the
stege _image that is the cover image
within which the secret information
arg embedded.

4.2 The Procedure of the
Reconstruction

The reconstruction gteps,  that
recomstriicl the secret information from the
stego_image, are:

1- Geperate the secrete key using the
same algorithim wsed in the hiding
PFOCESS.

2- Decode the secret key as two bits
numbers by taking each two adjacent
bits and replace them by their decimal
vajue.

3- Arange the resulting BNG in two
dimensional form to produce RNG(i,})
in the same way of hiding process.

4. Use the ENG to extract the secret
information from the stego image. As
if RNG (i, 3=0, then pixel (i, )} in the
cover image contain  no  secrst
information bit. IF RNG (i , j)=1, then
one bit from the secret information will
be extracted which is the least
significant bit of pixel (i , j) in the
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cover image. If RNG (i, j)=2, then two
bits from the secret informatton will be
extracted which are the two least
significant bits of pixel (i , j) in the
cover image. And if RNG (i, j)=3, then
thres bits from the secret information
will be extracted which are the three
least significant bits of pixel (i, i} in
the cover image.

5- Step 4 is repeated umtil all secret
information bits are extracted from the
stego_ lmage.

6- Rearranpe the extracted bits in the
original secret information form to
obtain the reconstructed information by
taking each eight consequent bit to
form byte of speech signal {cne
sample).

Figure2 shows the block diagram of the
proposed hiding system.

5. The Results

The proposed hiding systcm is applied
on  digital speech sipnal a5 secret
information to be hidden within the gray
scale cover image. The speech signal is
recorded nsing Cool Edit Pro software and
stored as wave file. The speech sipnal is
represented in Pulse Code Modulation
PCM with sampling rate 16000 Hz and 8
bits per sample. The hiding system is to be
hiding speech signal bits within the cover
image pixels. The gray scale cover image
can be of any size. Images that are taken in
this experiment is of size (512x512) pixels.
The proposed procedures are applied on
several cover images and sccret specch
arranged in four groups two of them are
shown Figures 3 and Figures 4. The scoret
speech is to be hidden in the cover image
of the same proup.

The ratio of speech signal size to image
sizc 15 approximately 0.2, Tn ({512x512)
image size , 52428 {512 * 512 * 0.2) byt
of speech signal can be hidden. In general,
suitabie image size should be used for
hiding speech signal that can carry the
speech signal information or more than one
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image can be used to hide very long speech
signal

Three factors are used to measure the
similarity between the cover image and the
stego_image resulting frotn hiding a secret
speech  within which. They are Mean
Square FError (MSE), Energy, and
cortelation. The equation that is used in
evaluating the energy is [13]:

] WM .
E= I“{r,c (2
waég (r.c) (2)
The MSE is ¢valuated as:
] -l N M ’
MSE = 22 ) - Lnol..(3)
=]

[\

o=l

And the correlalion equation is:

> ¥ (r, e =1, (1, (r.ed—1,)
el —= = 4]
JI, (e -1 |, (r, 0 ~1,)7)

CoIT =

Where:

E: is the energy, MSE: Mean Square Error
I:is anImage,

i,: The cover image,

I,:is modified imege (stego_image),
M=N: Is Image size in pixel,

and 1 : is the mean of an image such that:

. 1 B A
I=MxNZE,:I (r.c) o AS)

t=| gz

The same three facters are used to
megsure the sienilarity between
reconstructed and original secrel speech,
These factors are evaluated as [14][15] :

The Energy:
1 K
E= KZ [s(n)]* - (6)
=]
The Mean Square Error:
1 & 2
MSE =-l-(—Z{S,[n]—Sz{n}] (D
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And the Correlation equation:

35, -85, -5,)
L — e, (B)
VIS (-5 Y16, () -8, )]

COIT =

Where;

5 : A speech signal

K : The size of speech signal in samples
8, : The eriginal speech signal

5, : The reconstructed speech signal

And §=%i8{n) )

Table 1 lists the MSE between cover
and stego_image, the correlation between
cover and stego_image, the energy of cover
image, and stego_image energy for the
four groups.

Table 2 listing the MSE between
reconstructed and original secret speech,
the correlstion between reconstructed and
original secret speech, energy of secret
speech , and reconstructed speech enerpy
for the four groups.

6. Conclusions

The procedure of the proposed
information hiding system has a good
algorithm  to  hide speech or any
information within gray scale images. The
secrete  information message bits  are
cmbedded in the least significant bits of the
cover image pixels such that the number of
secrete information bits to be embedded in
least significant bits of cover image pixel is
variable and determined randomly. So that
cover image pixel may contain no secrete
information bit, one bit, two bits, or three
bits according to the pseudo random
number generator that generates numbers
randomly between 0 and 3. For this reason,
it provides high level of security since




external savesdropper can not estimate the
lacation of secrete information bits nor the
number of secret information bils that are
smbedded within any cover image pixel.
The result stego_image is very close to the
cover image so thal outside observer
cannot recognize that the hidden (secret}
information is present. This can be shown
fromm Table 1, since the values of the
encrgy of the stego _image and the cover
image in each group is very clase, MSE is
very small, and the correlation between
cover and stego image is very ¢losed to 1.
The proposed approach ensure perfect
reconstruction of the secret information
since the MSF between the secret speesch
and reconsiructed speech is 0 for all the
four groups as shown in Table 2. Other
measures of similarity are the energy,
which is the same for each of original and
reconstructed speech, and the correlation
which iz equsl to 1 that indicates the
perfect reconstruction of the hidden
information.
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Figure 1: The Block Diagram of LFSR
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Figure 2: The block diagram of the proposed hiding 8
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Figure 3: Groupl Cover Image , Secret Speech, stegg _image and Reconstructed Speech
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Table 1
Correlation
MSE between Between Cover Image
Stego_lmage
Group Stego_Image Stego_Image Energy
Energy
A—“d CDVB]' Im“ge And Cover
Image
Group i
N g (56268209042773X 10 0.99999959999976 0.45424024717532 0.45403689556402
Group _6
5 6.{}29362955353?’32x 10 1 3.99999999999982 0.49%841437615850 [},4981969066?'654
Groap _& _
3 2 896940648579218 % 10 01.95999999999986 0.284304935230%6 0.28437847455712
Group 6
4 4 041284245 302803 % 1O ()5999999999998‘} 0.33397306437124 N.3341681 5517589
l
Table 2
MSE Betw l Correlation
etween
Between Secret Secret Speech Reconstructed
Secret and
Group and Energy Speech
Reconstructed R a
econsirncte
Speech Energy
Speech
Group 1 0 1 0.00771577092711 0.00771577052711
(iroup 2 0 1 0.00608293740893 (1.00608293 740853
Group 3 0 1 0.00175659456490 0.00175659456490
Group 4 0 1 0.00273766803881 0.00273766803R81
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